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ClOs Are Strengthening Support for
Information and Transaction Systems

To what extent is each of the following a priority for 2007
you in 20077 2007 2006 2005 Increase

Enterprise applications (ERP, SCM, CRM, etc.)

Networking; voice and data communications (VoIP)

Security technologies
Technical Infrastructure management and development 8 12 ** 6.6%

Collaboration technologies

*New question for 2007 **New question for 2006
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Data Center and Network Evolution = Growth

AR [Data Center 1.0 i Data Center 2.0 ) i Data Center 3.0 B

Mainframe Distributed Computing Web 2.0 Based
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A Comprehensive Portfolio for Data Center 3.0

Unified
Fabric
Networking
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Switching
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Nexus 7000
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Catalyst 4900M
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Cisco Data Center Opportunity

A computing, storage and networking portfolio for the Data Center

Cisco products integrated and/or working with IBM servers, Software, Storage and Services

EENE I I IS DI B DI B DS S e e

(]
[ S
=)
g
()
=)
[
frer]
0
©
e
[
£
[ S
Q
)
c
Q
(&)
©
9=
1]
(]

Metro Network
Optical/Ethernet

Challenges in today’s Data Center:
Underutilization: server & storage bloat
Real estate: floor space; cooling; electricity
Complexity: server/storage operations & management driving up costs

Regulatory: security; privacy; availability




Cisco and IBM Relationship Today

Industry and Horizontal Solutions Technology Collaboration
Banking and Insurance Software and Hardware
Retail Tivoli, WebSphere, Lotus, Information
Public Sector ” Management, and Rational
Energy & Utilities pow o System x, System p Servers, SAN
Automotive e Directors,
SMB _ St Blade Center, Linux, Virtualization Mgnt,
Unified Communications Solution ey, SF - | Microelectronics —ASICs
Data Center Solution |gy N |
Integrated Security Solutions Senior Leadership Support
Wireless Offerings y - CEO Meetings
Storage Offerings A ' * Senior Executive Sponsorships WW
' » Sharing of visions and strategies
Demo Capabilities
+ 300+ Joint Competency Centers Channels and Marketing

* UC innovation facilities WW - Cisco Channel Incentive Programs
* Retail and FSS Exec Briefing Centers . Cisco Certification Programs

* Regional Account Planning

IBM Global Services «  WW Marketing Planning and Campaigns

* Robust portfolio of service offerings for Cisco
(assess, design, install, manage)

Together IBM And Cisco Provide an Unmatched, Holistic Approach
to the Market and Our Mutual Customers




Consolidation and Application Optimization
Addressing application delivery

= Maximize Application Performance, Availability & Security

= Reduce IT Costs

Sicocs BT

= Ensure Data Privacy & Compliance

Better application response
Improves customer experience

=
~ T
~S

Customer

Consolidated branch
reduces TCO.

Optimized
Application performance
4_

Branch Office
Better user experience
improves productivity Data Center

XML Security,
Rapid Service deployment

Partner

Extranet




Virtualization and Consolidation
Understanding Virtual Fabrics (VSANS)

Production SAN Tape SAN Test SAN

— mm | —
P g
SAN F
Domain ID=6

- DomainlD=1 qDom = s
_'DomainID=7 =W Dom: [ — DomainlD=5
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VSANSs, Zones, IVR Zones

VSANs and Zoning Are Complimentary

Hierarchical relationship: RETETETTIPRTEE P h|T| ............... :
= First assign physical ports to VSANs ysical Topology

» Then configure independent zones per VSAN

VSANSs provide traffic statistics

= Zones provide added security and allow
sharing of device ports

VSANSs only change when ports needed per
virtual fabric

» Zones can change frequently (e.g., backup)

Ports are added/removed non-disruptively to
VSANSs

IVR zone: a container or access control,
containing two or more devices in different
VSANSs

= Standard zones are still used to provide
intraVSAN access

IVR zoneset: a collection of IVR zones that
must be activated to be operational




Cisco VSAN Technology at Work

VSANSs create new instances of fabric services - separate policies and control traffic for
each VSAN ensure fault isolation

» VSANSs do not exchange any control plane information (e.g. RSCNs, RCF, BF)
= Each VSAN topology is independent and separate from the next

Ports are individually assigned to VSAN (manual or automatically with DVPM)

All frames (data and control) are tagged with VSAN Identifier when passing between
Cisco switches providing hardware enforced separation of virtual fabrics

Role Based Access Control (RBAC) allows for administrators per VSAN

PortChannel
&
Trunking E-Port

Per VSAN Fabric Services Per VSAN Fabric Services




Exceptional Flexibility —
On-Demand Ports and Virtual SAN (VSANS)

E-Mail Database E-Mail Database Backup

A
T

Storage Storage Storage
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Virtualizing the Fabric — The Full Solution

Inter-Virtual Fabric Routing
Virtualized Fabric Management
Virtualized Fabric Policy
Virtualized Fabric Security Policies
Virtualized Fabric Diagnostics
Virtualized Fabric Services
Multiprotocol Transport Extensions

Virtualized Fabric Attachment

Provide connectivity across virtual SANs
without merging the fabrics

Map and manage virtual fabrics independently

Set FC parameters per virtual fabrics (e.g. timer
values, FID allocation, DID ranges efc.)

Define separate security policies per virtual fabric

Troubleshoot per virtual fabric problems

Separate fabric services per virtual fabric (e.g. routing,
zones, RSCNSs, QoS, etc.)

Extend virtual fabric service to FC ISLs, iSCSI, FCIP,
FICON, etc.

Assign virtual fabric membership at the port level

Full Service End-to-End Virtual
Fabric Implementation




Virtual Fabrics in Distributed Data Center

Distributed Data Center
= =aan1 Architecture

SAN 3

Frimary Data Conter Secondary Data Centar

DWDM
or FCIP

Distributed Data Center
Architecture

Primary Data Center Secondary Data Center




Cisco Integrated InterVSAN Routing (IVR)

Allows resources in different VSANSs to communicate

= But without the need to merge fabrics Control Traffic
not passed

Full bidirectional Network Address Translation (NAT) between VSANs
» Connect fabrics with overlapping Domain IDs

Fully Standards based
» Transparent to third-party switches

Simple to set-up and manage

» Uses well understood zoning principles
for define allowed exchanges

Provides high fabric resiliency and VSAN_10
VSAN-based manageability

» Distributed, scaleable, and highly resilient

Supported at wire rate on any port
on the MDS family!

» No need for special routing modules or appliances

Wirespeed FC frame rewriting capability on every

MDS 9200 & 9500 port is the foundation for
delivering scaleable SAN Routing

IVR Zone (IVZ)

e e - - - —-—




Storage Area Network — , hierarchical”
architecture with Virtual SAN

...[:}'Vm

ke ‘ VSAN 2 System Y 7
gl g
g Fibre Channel

3 ‘\k H H T
VSAN 4 System Z Cisco MDS9500 Clsco MDS9500 VSAN 8 System Z

- Hierarchical design (Virtual Fabric architecture)

- Segmentation and High Availability (InterVSAN routing)
- Scalability

- QoS functionality

- Traffic Engineering

- Support for Fibre Channel over IP and iSCSI

- PortChannel (Load balancing for different length links)




VSANSs Allow Sharing of DR Facilities
VSANSs can be carried between data

centers over various links

Cost savings through consolidation of
DR faCilitieS 8 Gbps EISL Trunk

SAN Isolation maintained
Various wide and metro area facilities
can be used securely:
FCIP (e.g. PoS, ATM, Metro Ethernet)
Optical (e.g. SONET, DWDM or CDWM)

Cisco MDS 9000 can provide traffic
statistics per VSAN (departmental
chargeback?)

Full fabric discovery per-VSAN through
Cisco Fabric Manager




Cisco MDS900 - Fabric Consolidation
Data & Control Plane Scaling

Cisco PortChannel Link Aggregation PortChannel

Adds Performance scalability and resilience

Group up to 16 links for aggregate of up to 160 % = =
Gbps (10G FC interfaces!)

Any port, any line card, no restrictions

Hardware-based intelligent load distribution, with

rapid failover and re-distribution

PortChannel Protocol (PCP) for simplified auto

set-up and configuration validation

Robust & Highly Scalable Control Plane*

» FSPF Routing for up to 16 equal cost paths
(1 PortChannel = 1 link)

With traffic engineering based configurable link
costs per Virtual SAN

Support for large scale fabrics of up to 12
hops/fabric

239 Switches per Virtual SAN
8000 Zones per Switch
20000 Zone Members per Physical Fabric

All zoning in hardware!
* Cisco maximums — OSM qualified values maybe smaller




VSANS, IVR & Legacy Interop Modes

Enable fabric and data migration

Cisco Legacy Interop modes
= Enables MDS 9000 family to interoperate Dat;
with 3" party switches in their ‘Native Mode’ Migration
» Re-use existing legacy fabric switches ]
* No impairment to Cisco fabric
= No change required on legacy switche

» Configurable on a VSAN-by-VSAN basis on
MDS 9000

» Enhances standard interop mode

= Mode 1 - Standard interop mode VSAN 10

= Mode 2 - Supports Silkworm 2x00, 6400, and
3200/3800 (core_PID=0) y 4_1’_ q

= Mode 3 - Supports Silkworm 3900, 12000, McDATA  Brocade
48000 (core_PID=1) 48000

= Mode 4 - Supports all McData platforms I

Data
Migration

VSAN_30
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MDS Security Features - VSAN Based Roles

Network Administrator Q. 5
Configures and manages all a8

platform-specific capabilities

VSAN Administrators
Configure and manages only
their VSANs

» Enables deployment of VSANs
that fit existing operational
models

Network-admin configures all
platform-specific capabilities

VSAN-admin(s) configure
and manage their own
VSANSs

» The existing “role” definition is
enhanced to include VSAN(s)
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Virtual Server Using NPIV and
Storage Device Mapping

= Virtual HBAs can be
zoned individually

= “LUN masking and mapping”
is based on the virtual HBA pWWN of
each VMs

MDS9000 Storage Array

Multiple Logins on a Single Point-to-Point Connectioit | FC Name Server

Hypervisor

© 2007 Cisco Systems, Inc. All rights reserved.




N-Port ID Virtualization (NPIV)

= NP1V is a standards-based technology
specified by INCITS T11

= Allows HBA port sharing between 3 Logical
different virtual machines Partitions

» Each virtual device logs into the fabric
independently

15t device uses FLOGI (e.g. HBA)
Subsequent devices use FDISC

Single Physical
= Each device registers independently FC Link
with name service via PLOGI

» Enables Independent fabric policies
per Virtual Machine e.g.

= Zoning
= Security
= Traffic mgmt (e.g.. QoS)




Introducing N-Port Virtualizer (NPV)

Uses NPIV-Port
Technology

NP-Ports Storage

Blade N N-Port

Blade System
Core SAN

Key Benefits of NPV
= Solves the Domain ID issue. With NPV, Blade Switch appears as a HBA to the core
» Addresses the interoperability issues since the Blade Switch presents itself as an HBA

» Simplifies management since the server administrator is not exposed to SAN switch
management tasks




Introducing N-Port Virtualizer (NPV)

NP-Ports

1

l NP-

Uses NPIV-Port

N-Port

. Ports Technology

Blade System

Core SAN

Key Benefits of Nest NPIV & NPIV
» Total Flexibility — Administration, Mobility, Control

» Massive Scalability — Build SANs with 1000’s of Virtual Machines with extremely simple
fabric topologies

= Retain management domains and access control
= Further Enhancements on the way — e.g. WWN virtualization

© 2007 Cisco Systems, Inc. All rights reserved.




Cisco SAN Device Virtualization

Real Target A Real Target B icinni : : .
Real Initiator FCIDgr pw%VNRT FCID,, pW%VNRT = Allows provisioning with virtualized

FCIDg, PWWN servers and storage devices
|

 —

= Significantly reduces time to
replace HBAs and storage devices

e trsasasssssmsnsasannnn,

Phys-cal to Virtual Mappmg : = No reconfiguration of zoning,
; VSANSs, etc. required on MDS
Virtual Initiator =% Virtual Target

FCIDy, PWWNy, FCIDyy PWWNyy = No need to reconfigure storage
array LUN masking after replacing
HBAs

» Eliminates re-building driver files on
AIX and HP-UX after replacing
storage

Presents Virtual WWN to
Servers and Storage device




MDS 9500 Family of Ultra Scaleable Directors

Total Flexibility — any module, any chassis, any combination

Chassis Options Modules Options

4-port 10Gbps FC

MDS 9513

12-port 4Gbps FC

24-port 4Gbps FC

MDS 9509

48-port 4 Gbps FC

MDS 9506
MSM 18/4 & 18/4 FIPS

18 x 4Gbps FC + 4 x GE




Cisco MDS 9100 & 9200 Switches
Scaleable Edge Switching Solutions

w MDS 9124
Support for 16 Virtual SANs (VSANSs) ’ —

Flexible port licensing
Optional Switch or N_Port Virtualizer (NPV) modes

NPIV Support MDS 9134

Total 20 ports
Port Licensing offered for
Support for 16 Virtual SANs (VSANSs) : :ervers ++36upgr|1_ﬁs
servers upli
SAN-QOS firmware

Flexible port licensing
Optional Switch or N_Port Virtualizer (NPV) modes MDS FCSM for

NPIV Support IBM BladeCenter

18 4Gbps FC plus 4 x 1GE ports | === WMDS 9222
Concurrent FCIP & iSCSI Support — )
Hardware based Compression & Encryption
Expansion slot for any MDS module




Fabric Manager / Device Manager

= Browse devices
using menu
tree.

= Links and
switches are
highlighted on
map.

= Double-click
menu or map
objects to see
attributes.

= MNodes and
Links can be:
— Down: red X
— Unmanageabls:
red
— Alarm: orange
dashed X

Navigation
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Integration: Unified Fabric
Markets Transition To Meet New Needs

Speed
10Mb 100Mb 1Gb

40 & 100Gb

Services QoS

i L4-7 Svcs
Switched L3 Switching

Shared VLANSs PoE

Lossless

Unified
FCoE Fabric

L2 Multi-Pathing

Platforms

Catal{rst = Catalyst
5000 | 6500

E—P-




Integration:
What is Data Center Ethernet (DCE)?

Data Center Ethernet is an architecture based on a collection
of open standard Ethernet extensions to improve and expand
Ethernet networking and management capabilities in the data
center .

Cisco is showing innovation while working through the
standardization process with these extensions in open
standards forums.




Integration: Data Center Ethernet Features

Overview

Feature

Benefit

CoS Based BW
Management

Data Center Bridging
Exchange

Lossless Service

Provides class of service flow control. Ability to support
storage traffic

Grouping classes of traffic into “Service Lanes”
IEEE 802.1Qaz, CoS based Enhanced Transmission

End to End Congestion Management for L2 network

Auto-negotiation for Enhanced Ethernet capabilities
DCBX (Switch to NIC)

Eliminate Spanning Tree for L2 topologies
Utilize full Bi-Sectional bandwidth with ECMP

Provides ability to transport various traffic types (e.g.
Storage, RDMA)




Integration: Encapsulation Technologies

App Applications

SCSI
iISCSI FC FC

: FCIP iFCP
Encapsulation
Layer TCR TCP TCP

IP IP IP

Trellsnassgort Ethernet

Same as a physical FC frame

FC Payload

Ethernet
Header

\_I Control information: version, ordered sets (SOF, EOF)

32

© 2007 Cisco Systems, Inc. All rights reserved.




Integration
FCoE Specification progress

= Cisco submitted FCoE proposal on May 22 as a joint proposal
among 16 companies

Adopted by ANSI T11 FC-BBS in June 2007; full ratification by mid-2008
Frame format agreed upon by T11 in August

Support from entire storage and switching industry: EMC, HDS, HP, IBM,
Sun, Brocade, NetApp, Cisco, Emulex, Qlogic, Nuova, Intel

* Follow INCITS ANSI-T11 progress (www.t11.org/fcoe)

(inted EMC zemuex [#7) I=iE

XX = & <o
QOLOGIC  BROCADE Y Syﬂ FUJITSU NetApp

I Ir AN

cisco Nzuova HITACHI



First Steps in Building a Unified Fabric
Fibre Channel over Ethernet (FCoE)

= Fewer Cables

M




Integration: I/O Consolidation Use Case

FC Traffic

FC Traffic
Enet Traffic

Enet Traffic

Today:
= Parallel LAN/SAN Infrastructure

= |nefficient use of Network Infrastructure

= 5+ connections per server — higher adapter
and cabling costs

Adds downstream port costs;
cap-ex and op-ex

Each connection adds additional points
of failure in the fabric

Longer lead time for server provisioning

Multiple fault domains — complex
diagnostics

Management complexity — firmware, driver-
patching, versioning




Integration: I/O Consolidation Use Case
Cisco Nexus Series Switch

uﬂﬂ?é(d /O Phase 1
: RRAISISHOY SV NS asfcire

1 bnibrrnitere s ddebuarialeirastHpling

" &8 Gt isenviatiomighiksrin
msiplled haseipgigd-AN and SAN

" L2 Mugtiredoine Asssspo R sbdRiition

» Loweaf@®and op-ex

» Few&aCalslasnection adds additional

= InveBRIURIIBBILEEIR DARPEHRD SANS)
bongastiarddjseatagvrideiovisioning

= Multiple fault domains — complex
diagnostics

= Management complexity — firmware,
driver-patching, versioning

DCE and FCoE
Ethernet
FC




Integration: Unified Fabric Use Case
Cisco Nexus Series Switch

Unified 1/O Phase 2

._ Elimination of parallel network
DCE Fabric | infrastructure

L2/L3 Multipathing end to end

Faster infrastructure
provisioning

Lower TCO

Disk array access via DCE or
Native FC

Unified 1/0 Phase 2

DCE and FCoE
FC




Integration: VM-Optimized Services

= Enables convergence of - -y Ny
multiple traffic types ph P AR ki
Virtual Machines LAN i (S |
Virtual Machines SAN
Hypervisor Mgmt LAN
Virtual Infrastructure Services LAN

= Scales VM LAN performance
Increase I/O bandwidth
Increase VM density

= Accelerates Virtual
Infrastructure Services
Live VM migrations via VMotion and [Qhdl 10 GbE
DRS features I 10 GbE DCE

Enable additional services R NN e—Fibre Channel

=== 10 GbE
FCoE/DCE




Unified 1/0 & Unified Fabrics

Today

—— Management/

Jlg, ILO LAN
Il\

Production LAN

B S

o iy, M 3 Reduced OpEx
. _

21N

Reduced CapEx

Multiple... ' Unifie

» Networks & Fabrics : * Networke
Switches ' Data Center Switching

NICs/HBAs Converged Network Adapter
Cables/Connections _ Cabling/Connections — fewer, higher speed

Management Tools & Domains Management Tools & Domains




Introducing the Cisco Nexus 7000 Series
Built for the Data Centre

Zero Service Disruption design
Graceful systems operations
Integrated lights-out management

AjInuniuo)n
Jeuonesado

High density 10GE Today
Lossless fabric architecture
Dense 40GbE/100GbE ready
Unified Fabric Ready

Jodsueu |

Virtualized control and data plane
15Tb+ switching capacity
Efficient physical and power design

Ajipqejeaog | Aypigixsl4

ainjonJjseju|




Automation: Cisco VFrame Data Center Helps Build
the Foundation for Service-Oriented Infrastructure (SOI)

ent

ercury,
Tideway, BMC

oli, HP Openview,
VIC Patrol, CA Unicenter

Management and Monitoring
4

v

1 UE 2r
Drivven Service Orchestration

} SOl Control

Server Pool Network Pool Storage Pool

Data Center Networked Infrastructure




The Adaptive Data Center 3.0

Procurement Application
Servers

Hot Standby

SLA violations | 115
for High e
Priority traffic




Cisco VFrame™ and VMware
Adaptive Orchestration

Other OS’es

VMware Maps VMs<+ CPU

Physical .
CPUs
VFrame Maps CPU & OS

Network
Firewall
Storage
VLANSs
VSANs
GSLBs

Cisco + VMware
Networli (1'2_3)_ __: \ = : Maps VMs <« CPU
Network
Firewall
Storage
VLANs
VSANSs
GSLBs

© 2007 Cisco Systems, Inc. All rights reserved. 43




Evolution of the Data Centre Infrastructure
A Phased Approach...

I .
Server Enterprise Service Orientation AUTOM AT|0N

Data | storage | Fabric Applications :
Network o Network ] Network ~ Dynamlc Prowsmmng

: _ T ‘and Information Life-cycle
| | = = '  Management (ILM) to
|

v v =] e Enable Busmess Aglhty

‘ \11 . : . . |
‘ “ Service level monitoring BusmeSS P0||C|95
o with real time service On-Demand

oriented! provisioning Service Oriented

Hoxvallbed o | Nrecramon |
. M

“|nification: of Eabrics

~~~~~~~~ VIRTUALIZATION
/Tn@?% Management of Resourges

Information Independent of Underlying M Provisioning
Network Physical Infrastructure to Manager
N Increase Utilization,

: Efficiency and Flexibility
CONSOLIDATION

Centralization and
Standardization to
Lower Costs, Improve

' Efficiency and Uptime _ompute | Network orag Compute-Network-Storage




Data Center Assurance Program

Design Best Practices

Real-world Tested
Configurations

Downloadable Spec’s
and Results

Full Test Plan and
Documentation Kit

Intuitive 3D graphical
interface

http://www.cisco.com/go/datacenter/dcap

Testing updated
Quarterly Best Practice Design Zone

Integrated Discussion Forum
Operational Best Practices’




Data Center Assurance... Collaboration/ 2.0

lome

HOME
Version 20.3

Overview

Cisco Data Center Networkirg
design best practices, based
on extensive research, losting
and CUuSiomer engagements ire
provided to help accelerate and
lower the cost of cesigning and
deploying Cisco data center
natwaorking technologies.

Learn Maore 3

Oveniew  Reference Designs : GO+l Data Genter Assurance Program : GVO-II

Welcome to the Cisco Data Center
Networking best practices interactive tool.

This tool is provided to help wus
infomation in an intuiti

you need for i

the: tapalogny

May ol
specific salutisn or device
information you need 1o complal

Reference Designs

Faor customers al the planning
and design stages of a data
canter project. Lasco reterence
designs describe the
considerations associated with
designing and deploying
spacific colutions and offer
systam level guidance, based
on testing, and customer
engagemants.

Learn More 0D

Sailt o clmasi nti
architecture go tothe C
Wigurations i
i this too! helpful for o g the
ul data center natwork deloymenit.

Data Center
Assurance Program

Faor customers at the design and
implementation stages of a data
canter retwarking project the
data center ASSUrance program
provides validated
configurations, tes! results and
= yara versions that can be
used asa basaling

Learn Maoe 0




Additional Information

(1LY CIS SO, cofrl/cjo/clelielC

iBata Cenber betwork ing Sobutions - Cisco Systerns - Mcrasolt: Tnk
File Edt Yew Fyeortes Jooks  Help
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Data Loss

Prevention To stumble into get to start with.
somebody else’s That'’s it. From
computer system. there,its up to you.

State of the To be some- If you're clever

place you're o €nough and
Market really not sup- . S8 smart enough,

posed to be. B You could
And to get the discover a world

HACKER

strange feeling you've never

that it really does  before experienced

matter."LOGON  on your computer.
Very tempting.
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Threats Are Becoming
Increasingly Difficult to
Detect and Mitigate

i

Financial:
Theft and Damage

Fame:
Viruses and Malware

Threat Severity

Notoriety:
Basic Intrusions and Viruses

1990 1995 2000 2005 2007 2010

Presen tation_ID © 2007 Cisco Systems, Inc. All rights reserve d. Cisco Confidential
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Your Data & the 9arkreAine

RISKY BUS

Courtesy of Network Computing

How P2P leaks happen and what Tape Loss Stuns UK Retail Giant

It's a tale of the (stolen) tapes over at major British pharmacist Boots

MARCH 17, 2008 | What might have been a min

, L . APRIL 24, 2008 | By J R CApril 24, 2008, 5:25 PM
serious security incident when the personal de | By James Rogers, Apr

Major UK. chemist (drug store) chain Boots has joined the growing list of arganizations suffering an

:: Len d in gTrEE sues uver d"' embarrassing storage snafu after tapes containing personal details of thousands of customers and

employees were stolen.

The mortgage broker says two former Emnlm’ The tapes, which were stolen from a security subcontractor's car in the city of Bristol, contained the details of

I'B Y Iﬂﬁﬁph Menn some 35,000 people, according to media reports. Boots has 1,500 stores in the UK. and Ireland.
F L{'_'IS Angclcs TllTlGS Stﬂff Wﬂtﬁl’ The records reportedly include the bank details of 27,000 customers of Boots' dental service, which is
£ operated by Medisure, as well as the personal details of some 8,000 Boots employees.

4 a
- Aprﬂ 24: EU{JE Meither Boots nor Medisure would respond to Byte and Switch requests for comment on the theft, which
follows a string of headline-grabbing data breaches on both sides of the Atlantic. In the U.S. the Universities

F F S 1'h C ]Jf - h 1 d - of Miami and Virginia recently suffered tape and laptop thefts, and the the Swedish armed forces were left
IVE S0UNern Lallomia NOMmE 1CNACTS 1 reeling when a USB drive containing military secrets turned up ata public library earlier this year. CIs

E secking loans through LendingTree Inc.

* Losttapes have been in the U.K. media spotlight since |ate last year, when Prime Minister Gordon Brown's
government revealed that two disks containing personal details of 25 million people were lost by that

‘The suit, filed Monday in Orange County countrys equivalentof the IRS. 1ich
matchcs TOS C{',ti"».-'c h{]mc bl] IS wiﬂ’l lc The information on Boots' customers and employees was held on two tapes, according to & report in the
prosp ¥
0Cess [0 COnsSumer mfﬂﬂﬂﬂtiﬂn U.K. Metro newspaper, which suggested that the data would not be easily accessible.

"The data on these tapes is technically complicated and only accessible with specialist IT equipment and
software,” a Medisure spokeswoman told Metro. * It was not stored on standard software or CDs and cannot
be used on any home-style PC or laptop.”

Paolice officers from Bristol's Avon & Somerset Constabulary are currently investigating the theft of the tapes.

Hawve a comment on this story? Please click "Discuss” below. If you'd like to contact Dark Reading’s editors
directly, send us a message.
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darkREADING
Customers Ticked Off Over Breach
Notification

Majority of customers have had their data exposed more than once, study
says

APRIL 17, 2008 | Consumers are mad as hell about corporate security breaches, and they aren't going to take
it anymare. Well, about a third of them aren’t, anyway.

!

according to a study published

earlier this week by the Fonemaon Institute and security vendaor I'JEI'T,E.

hMare than half of the respondents (55 percent) said they have been notified mare than ance over the last
two years about a breach involving their personal data. Eight percent said they have received four
notifications or mare,

In the study, consumers also groused about the way they were notified of the breaches. More than 55
percent of respondents said they received their notifications mare than one manth after the incident, and
mare than 50 percent of respondents rated the timeliness, clarity, and quality of the notifications as either
fair or poar.

Only 2 percent of respondents who had been notified of a data breach said they had definitely experienced
identity theft as a result of the breach. Sixty-four percent said they weren't sure if they had fallen victim to
identity theft.

Twenty-six percent of respondents took no action after being notified of a breach. Fifty-seven percent said
they lost trust and confidence in the breached arganization.

— Tim Wilson, Site Editor, Dark Reading
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Web servers vulnerable points

HTTP Firewall
request
(cleartext

or SSL)

Web ma VVeb
Client Server

HTTP reply
(HTMIT’ *Apache
Javascript, IS
VBscript,
etc)

Plugins:
*Perl
C/C++
*JSP, etc

*Netscape
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SQL
Database

Database
connection:
*ADO,
*ODBC, etc.
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Web browser

Firewall SQL
HTTP Database

request
(cleayext

Web
Client

HTTP reply ‘

HTML,
( *Apache Plugins: Database

Javascript,
V/Bscri Ft) “lIS Perl connection:
2 ‘Netscape | .c/c++ -ADO,

*JSP, etc *ODBC, etc.

etc)
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SSL / protected lines

— Firewall SQL

Database
request

(cleartext
or SSL)

/f

Web —
Client

HTTP reply ‘

HTML,
( *Apache Plugins: Database

Javascript,
V/Bscri Ft) “lIS Perl connection:
2 ‘Netscape | .c/c++ -ADO,

*JSP, etc *ODBC, etc.

etc)

Presentation_ID © 2007 Cisco Systems, Inc. All rights reserved. 55



Web
Client
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Web server / OS

Presentation_ID

HTTP
request
(cleartext

or SSL)

HTTP reply
(HTML,
Javascript,
VBscript,
etc)

© 2007 Cisco Systems, Inc. All rights reserve

Firewall

« Web
Server

*Apache Plugins:

1S *Perl
‘Netscape | .c/c++

*JSP, etc

SQL
Database

Database
connection:
*ADO,
*ODBC, etc.
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Web applications

— Firewall SQL

Database
request

(cleartext
or SSL)

Web =

Client

HTTP reply ‘

HTML,
( *Apache Plugins: Database

Javascript,
V/Bscri Ft) “lIS Perl connection:
2 ‘Netscape | .c/c++ -ADO,

*JSP, etc *ODBC, etc.

etc)
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Client
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Focus of today’s attacks

75% of Attacks Focused
Here

USTON VX E®®DIIcatior
\g\\\ \ ¢ -
(O PaeENY\PPs
: \ A andBQ \\ Code
\.- < \) . o

O\ \d

‘ Servers Servers Servers

Operating Operating Operating
‘ Systems Systems Systems

Network

Web Application Database

No magic signatures or patches for your custom PHP script
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Two sections of Payment ::
Card Industry Data

Security Standard focus

on web application

security: 6.5 and 6.6

Section 6.6 mandates you
install a Web App Firewall
by end of June 08 to o
protect your applications
against OWASP Top 10
attacks

Security
Standards Council

Develop all web applications based on secure coding guidelines such as the Cpen Web
Application Security Project guidelines. Review custom application code to identify coding
vulnerahilities. Cover prevention of comman cading vulnerabilities in software development
processes, toinclude the following:

6.51  Unvalidated input
6.5.2 Broken access control (for example, malicious use of user IDs)

6.5.3 Broken authentication and session managameant (use of account credentials and session
cookies)

6.5.4 Cross-site scripting (X55) attacks

6.5.5 Buffer overflows

6.5.6 Injection flaws (for example, structured query language (SQL) injection)
6.5.7  Improper error handiing

6.5.8 Insecure storage

6.5.9 Denial of service

6.5.10 Insecure configuration management

Ensure that all web-facing applications are protected against known attacks by applying either of
the following methods:

» Having all custom application code reviewed for commaon vulnerahilities by an organization
that specializes in application security

« Installing an application layer firewall in front of web-facing applications.

Naote: This method is considerad a best practice unfil June 30, 2008, after which it becomes a
requirement.




OWASP - 2007 Top Ten Attack List

Al — Cross Site Scripting (XSS) oo

A2 —Injection FIaws......cccciiiiiiiiecie Percentage of websites vulnerable by class (Top 5)

A3 — Malicious File EXecution ......c.ccuvviiiiiinniinsiess e e | Cross-Site Seripting
B SQL Injection
5% B Information Leakage
B HTTP Response Splitting
B PathTraversal |
st [ Other

A4 — Insecure Direct Object Reference.....ccoveeivvviiiivinnnnnn.
A5 — Cross Site Request Forgery (CSRF) uvviiiiiieeiiiiinncennns

A6 — Information Leakage and Improper Error Handling
16.38% 1%

A7 — Broken Authentication and Session Management.. 570

A8 — Insecure Cryptographic Storage.....ccovvvvviieniininnninnnns

A9 — Insecure ComMmMUNICATIONS wviiiiicerierrreraereninernreenen

A10 — Failure to Restrict URL ACCESS.cuiviirvniieieniiineeinanes
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ACE Cisco Web App - Firewall in action
An example using XSS

o Hici,', DenHisHil:thie ' ca ,ﬁ'f*"l
.Stallman_ “an mmpm cr'i'msi?. .

H_.H'Hi"'- E
£ -yt

ﬁﬂ?ﬂh'&* ’
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Old gadget ThinkPad X21

Dimenzije: 27 cm x 22 cm x 1.9 cm
Tezina: 293 g

Tools: Google, Nmap, Metasploit

| Frofa | Thanes oo
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New gadget

Dimenzije: 11.5cm x 6.1 cm x 1.16 cm
Tezina: 135 ¢

’

® iPhone

Introducing the iPhone: The New Innovation
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Customize

ATERN
A4 wm
- TR
LA mi

SO0 AR bt
‘Terminal
ot

IntelliScreen

A

Stumbler

New gadget

il T-Mobile

Last login: Wed Sep 10 10:04:41 en ttypl

iPhone:~ mobile$ login

login: root

Password:

Last login: Wed Sep 10 10:05:02 on ttypl

iPhone:~ root# ifconfig

lo0: flags=8049<UP, LOOPBACE ,RUNNING, MULTICAST> mtu 16384
inet 127.0.0.1 netmask 0xf£000000

enl: flags=8863<UP, 6 BROADCAST, SMART, RUNNING SIMPLEX,MULTICAST> mtu

1500

inet 144.254.108.116 netmask Oxffffffel broadcast 144.254.

108.127
ether 00:1f:5b:45:bb:cé
ipl: flags=8011<UP, POINTOPOINT MULTICAST®> mtu 1450
inet 87.252.131.22 --> 87.252.131.22 netmask Oxffffffff
ip2: flags=8011<UP, POINTOPOINT MULTICAST> mtu 1500
iPhone:~ root# I

Last login: Wed Sep 10 10:16:13 on ttyp3
iPhone:~ mobile$ mafconscle

=[ maf v3.2-release
+ == ===[ 275 exploits - 122 payloads
+ == ===[ 17 encoders - 6 nops

=[ 52 aux

msf > I

© 2007 Cisco Systems, Inc. All rights reserved.

il T-Mobile
iPhone:~ root# nmap
Hmap 4.50 ( http://insecure.org )
Usage: nmap [Scan Type(s)] [Opticns] {target specificatien}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, ete.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1
-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <pum hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...»: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
HOST DISCOVERY:
-sL: List Secan - simply list targets to secan
-gP: Ping Secan - go no further than determining if hest is onlin

-PN: Treat all hosts as online -- skip host discovery
-PS/PA/PU [portlist]: TCP SYN/ACK or UDF discovery to given port

-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery p
robes




Introducing Cisco’s ACE Web App Firewall

« Builds on top of industry-leading ACE XML Gateway platform
» Simple software upgrade to install Web Application Firewall

L—.
R e -V ]
TR E O B B - i Y

. . . Protects your custom HTTP/HTML applications
Web AppI|Cat|On Firewall from high-impact web-borne attacks

SOA/Web Services/ XML Threat Defense Secures and offload web services transactions

Extensive HTML and XML application security




—A malicious script is echoed back into HTML returned from a
trusted web site. The scripts executes locally on the client.

—Extremely widespread — some experts estimate 70%-80% of
websites are vulnerable

—Web Site Defacement

—Session IDs stolen (cookies exported to hacker’s site)
—Browser security compromised — control given to hacker
—All data sent between client and server potentially hijacked



Presen tation_ID

Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user's
cookie and session
information without the user’s
consent or knowledge

User bank.t_:om

2) User sends script embedded as data .

-+
3) Script/data returned, executed by browser

© 2007 Cisco Systems, Inc. All rights reserved.
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Getting started with the Cisco ACE WAF

'él's"'_.L',' ACE XML Manager [sEEiRY=:FIUE R 0FS ISR administrator | Logout | Help

Subpiolicy W [ Deploy Palicy... ]

Virtual web Apps > Mew ¥irtual wWeb App e

“ Manager Dashboard

= Policy

HTTF Ports & Hostharmes

Destination HTTP Servers

Virtual Services
Access Control
LOAP Servers
Exception Mapping Defaults
Dehial-of-Service Protection
Content Screening Defaults

Monitor means the
Virtual Web Apps » WAF alerts but
Webh App Firewall Profiles A - ’
Wb Apn Firewall Rules =N doesn t bIOCk =

Policy Management extremely

Subpolicies Specify the convenient if you're

Resources
IP/name of the leery of deploying
inline

MNEW YIETUAL WEB APP |

HIDE MEMLU

| Basic Wirtual Weh App Wizard M|

webh App URL: | |
Web App Group: | test [v]]
Firewvall Profile: | Basic Profile @|

[] create in Monitor Mode

Message Traffic Log baCkend server

weh App Fireswall Incidents

Event Log
Service Health

Petformance Monitor

Cache Manager Ca" the WAF

Compliance Repart !
Service Directory wiZa rd

Administration
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é!;ét ACE XML Manager [ateaRy=:FI0B ety 00520 administrator | Logout | Help
Subpiolicy | él_marea-_. [ Deploy Palicy... ]
% Manager Dashboard | Virtual Web Apps > New Yirtual Web App 2
= Policy S
HTTF Ports & Hostnames = |NEW VIRTUAL WEB APP |
Destination HTTE Servers = | Full virtual Web App Editar [+
Virtual Services —
Artoes ortal web App Group: | test (v
LDAP Servers ¥irtual URL Reguest Filter
EKE?DUD” Mapmlnq Defaglts PortfHostname: h‘.ctp:.ff * I:D.éfault. HTTF; port] |V
Denial-of-Service Protection GATERCA—E : T —
Content Screening Defaults Path: /|
virtual web Apps » Matching Mode: prefic (v
Web App Firewall Profiles - avact =
wieb &pp Firewall Rules Methads: | NOTE e
Policy Management HT TP Headers: | ignore TEgEX i__"J

Parameters: | ignore ]

Destination Server

Server: | http:/f172.25.89.140 (172.25.89.140) [»]

Subpolicies
Resources

& Reports & Tools

Messaqe Traffic Log
Weh snp Firewall Incidents Firewall Profile

Event Log Profie: | Basic Profle g details
Service Health

Perfarmance Monitor L mMaonitor Mode
Cache Manager

Compliance Repart | Save Changes | | Cancel |
Service Directory

Administration

P

S —




aluli ACE XML Manager  [RS e e AR
5uh[:u:|||c3r | Ehared [ Deploy Policy... ]
* Ma_naqw & Web App Firewall Profiles > Test profile (2]
= Policy z
HTTE Ports & Hostharmes E | GENERAL [ EDIT ] |
Destination HT TP Servers = Marne: Test profile
Virtual Services Description:
Access Control
T | FIREWALL CONFIGURATION |
Denial-of-Service Protection HTTP Header Processing ... [ edit ]
Content Screening Defaults HTTP Exception Mapping not configured [ edit ]
Virtual Web Apps Referer Enforcernent disabled [ edit ]
Web App F?rewall Profiles 22 Cookie Security cookies processing is disabled [ edit ]
Web 2op Frevwal Aules Data Cwverflow Defense ., [ edit ]

Policy Management
Message Rewrite
Subpolicies

Message Traffic Log

CARDNUMBERREWRITING - disabled —
e p—— I
E Re rts 8 T
iR SSINIECTION -- disabled -- [ edit ]

COMMAMNDINIECTION -- disabled -- [=

Wb Anp Fireweall Incidents

Event Log LOAPTMNIECTION -- disabled -- edit ]
Service Health CROSSSITESCRIPTIMNG -- disabled -- [ edit ]
Performance Manitor SOLIMIECTICN -~ disabled -- [ edit ]

Cache Manager

Compliance Report | Exit to Profiles List | | Duplicate | | Remove |

Service Directory

Administration
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cisco

alaln ACE XML Ma nager LALTUE L ARELL administrator | Logout | Help

Subpalicy | Shared

> -Manager"[l_laéﬁ_l-:nnar_l-:-l

= Policy
HTTP Ports & Hosthames
Destination HT TP Servers
Virtual Services
Access Control
LDAP Servers
Exception Mapping Defaults
Denial-of-Service Protection
Content Screening Defaults
Virtual Web Apps
Web App Firewall Profiles b3
Weh Anp Fireweall Bules
Policy Management
Subpolicies

= Reports & Tools

Message Traffic Log

wieh Apn Firewall Incidents
Event Log

Service Health
Performance Monitor
Cache Manager

Cornpliance Report

Service Directory

Administration

HIDE MEHU

Web App Firewall Profiles > Test profile > Configure

FIREWYALL

[ Deploy Policy... |

Rule Group: CROSSSITESCRIPTING

RULE GROUP: CROSSSITESCRIPTIMNG
Mode: | Enabled (2]

Actions

Event Log: | Info-level Event iﬁf_;.

Response; | Return an HTTP Error Response - 400 Client Error (e

| Save Changes || cancel |

|Return an HTTP Error Response - 400 Client Error | v

j Return an HT TP Error Response - 400 Client Error
iF{eturn an HTTP Errar Response - S00 Server Error
Return a Customn HTTP Error Response

Allow Message
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Web App Firewall Profiles > Test profile

| GENERAL

Marne: Test profile
Description:

| FIREWALL COMFIGURATION

Active Security

HTTP Header Processing [ edit ]
HTTP Exception Mapping map responces with codes 500 [ edit ]
Referer Enforcernent dizabled [ edit ]
Cookie Security sighn cookies [ edit ]
Data Cverflow Defense [ edit ]

Message Rewrite

CARDMUMBERREWRITIMNG -- disabled -- [ edit ]

SSIIMIECTION -- disabled -- [ edit ]

COMMAMNDIMNIECTION -- disabled -- [ edi

LOAPINIECTION [ 1 e
CROSSSITESCRIPTIM [ edit ]

SOLINIECTICON enabled strict info [ edit ]

| Exit to Profiles List |
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Yirtual Web Apps = test 7
WEBR APP GROUP [ EDIT ]
Mame: test

Default Profile; Basic Profile

VIRTUAL WEB APPS [ ADD A VIRTUAL WEB APP ]

Wirtual LRL: htt

SCO.Cam

Firewall Profile: Test profile

Firewall Modifiers (1) [ add modifier ]

| Exit to virtual wieb Apps || Disable virtual we | Switch to Manitor Mode | | Turn OFf Moritor Mode |

[ Wiew Logs ][ Rermoye ]
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é!'sét ACE XML Manager [uteaRll=:FIzB Ly s =N

Subpolicy | Shared
“ Manager Dashboard

administrator | Logout | Help

Policy Manager > Deploy > Step 1 of 3: Review Changes

HTTP Ports & Hosthames
Destination HTTP Servers
Yirtual Services

Access Control

LOAP Servers 0 http://*f

Exception Mapping Defaults

Denial-of-Service Protection

HIDE MEMU

= WAFPROFILE

Please review the changes in the current working compared to the previously deployed wersion before continuing.

= WAFHAMDLER

Changed - these are different between the previously deployed version and the current wersion:

[+ detailed differences

Content Screening Defaults Mew - these exist in the current version, but not the previously deployed version:

Yirtual Web Apps c} Test profie

Webh App Firewall Profiles

Weh Anp Firewwall Rules | Continue to MNext —
Policy Management »

Subpolicies

= Reports & Tools

Message Traffic Log

weh Apn Fireswall Tncidents
Event Log

Service Health
Perforrmance Monitor
Cache Manager

Cornpliance Report

Service Directory

Administration

Presentation_ID © 2007 Cisco Systems, Inc. All rights reserved.
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Verification of successful deployment

'él's"".lé' ACE XML Manager [etsly=:EIE ety 05 H=iLnE administrator | Logout | Help

Subpalicy W Dieploy Policy.

% Manager Dashboard y| Policy Manager > Deploy > Step 3 of 3: Compile and Deploy
= Policy z
HTTP Parts & Hosthames = This policy is compiled and can now be deploved. To deploy a different policy, load it from the Policy History,
Destination HT TP Servers = Compiled Policy Policy
Uirtual Services Timestamp & ID Description
Access Contral [ check all | uncheck al ] ;gg%%sgg;%%g Al e ]
LOAP Servers D
Exception Mapping Defaults ACE XML Deployed Policy Deployed
Li d Poli Stat
Denial-of-Service Protection . 1CenseC | Timestamp & ID DZ;E:iptinn 2
Content Screening Defaults
. Feb 13 2002 01:24:21 AM PST g to
Virtual weh Apps [] 171.69.45.233 6.08jphaS-2008-02-05T19  yes o o0 0 ot 2 s
weh App Fireweall Profiles
wish Anp Firewall Rules Deploy To Selfted Gateways [ LDDT Publishing. .. ] [ Refresh Status

Policy Management B
Subpolicies

& Reports & Tools

Message Traffic Log o
Wieh App Firewall Incidernts POI|C|eS can be

Event Log deployed tO N

Service Health

Performance Monitor gatewayS
Cache Manager
Corpliance Report

Service Directory

Administration
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Web App Firewall Incidents

Group by | Wirtual Wweb App || | - all records - |

Incident records are available for the last 12 minutes S |+ | Export Raw Data |
Description Incidents T
Incidents By Virtual Web App at Feb 13 2008 01:50:35 AM PST 4  100.0%
test 4 100.0% [ events ]
bittp: fi s 4 100.0% [ events ]
CrossSiteScripting 1 25.0% [ events ]
Data Crvierflow 2 50.0% [ events ]
Sollnjection 1 25.0% [ events ]




Event Log Yiewer

Current Manager Event Logging alert, error, warning, natice [ edit ]
Current ACE XML Gateway Event Logging  alert, error, warning, natice, info, debug [ edit ]
During | last hour -

search events logged on | -- all hosts - | || For events of type | alert, error, warning, notice Espley 2 T o

s00 |-
with message GUID Events per page
categary ie.g., /policy /access) | Update |

component (e.g., core or console)

description
EYENT LOG SEARCH RESULTS AT FEB 18 2008 09:30:39 AM PST

Displaying events 1 - 8 (more recent events are shown at the top)
Time [P5T) DescHpton Message GUID Host Component | Categor
Feb 15 2003 09:29:41.714 4M CROSSSITESCRIPTIMG, CrossSiteScriphing 52 REQUEST _POSTPARAM name"] 4SABFAZD00001 42920930A4F03349620 ciscowalf reackaor fwaf fincic
detected by rule; returning error,

Feb 18 2003 0%:29:41.714 4M m Terminating HTTP session: 500 &n error ocdted 45ABFAZDO000] 42920950A4F03349E2D ciscowal reactor [session

Feh 18 2008 09:29:41.714 AM H An error occured For this request: An error gcurred while handling the 45ARFA 000001 42920930A4F03349620 ciscowalf reackor ferrar
request,



E¥YENT LOG SEARCH RESULTS AT FEB 18 2008 09:34:51 AM PST

Displaying events 1 - 14 (more recent events are shown at the top)

Time [(P5T) Descripton
Feb 13 2003 09:29:41.714 AM Huwaiting new request on inbound connection
Feb 18 2003 09;29:41.714 AM m CROSSSITESCRIPTIMG, CrossSiteScriptingl ;52 REQUEST _POSTPARAM'name'] detected by rule; returning error,
Feb 13 2003 09:29:41.714 AM m Tetrrinating HTTP session: 500 An error occurred
Feb 18 2003 09;29:41.714 AM m an error occured For this requesk: An error occurred while handling the request,
Feb 13 2003 09:29:41.714 AM n Mo policy-specific error handler For WAF, CRIOSSSITESCRIPTIMNG, CrassSiteScripting 1 $0SIG_MATCH_SIGID)$051G_MATCH_IMNPUT _MAME):
Feb 18 2003 09:29:41,713 &AM ﬂChEEking lirnit 1
Feb 18 2008 09:29:41.713 &AM nChecking lirnit O
Feb 18 2003 09:29:41,713 &AM ﬂ Checking 3 limits
Feb 13 2003 09:29:41,713 AM n Accepted a new HTTP POST request Fram 171.69,141.0 Faor [SCRIPTS w55, php
Feb 18 2003 09;29:41.713 &AM ﬂ HTTP POST request For fSCRIPTS xss.php from 171,69, 141,0 matched Port ‘Default HTTP part’; checking For handler
Feb 13 2003 09:29:41,713 AM n Petfarming normalizakion on ' fSCRIPTS) xss, php' with made 7211
Feb 18 2003 09;29:41.713 &AM HTTP Trace IN: Conkent-Type: application)x-www-Form-urlencoded
Content-Length: 58
name=°f-:-3Cscript°f-:-3Ealert"a’ozﬁdncument.l:l:u:ukje°f-:-29°f-:-3C%2Fsl:ript%y

Feb 18 2003 09:29:41.711 AM HTTP Trace IM: POST JSCRIPTS xss. php HTTRS1.1
Hosk: Foobarfoozk, cisco,com
zer-Agent: Mozilla/S.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1,12) Gecko/20080201 Firefox/2.0.0.12
Accept: texkxml, application)xml, application) hkml+:oml, bexk iRkl g=0. 9, ket fplain; g=0.8,image/png, **;0=0.5
Accept-Language: en-us,en;q=0.%
Accepk-Encoding: gzip, deflate
Accepk-Charset; 190-85859-1,0kF-8;0=0.7,%;0=0.7
Keep-alive: 300
Connection: keep-alive
Referer; hktps fffoobarfook, cisco,comfSCRIPTS w55, php
Cookie: cec_user_jid=cpaggen;
SMIDEMTITY =zwShywichtfbatdnGF T SvsnzQ) koo 3BEaYMOZ0ZpEHDUD B4 mPyEBKEIDAOq+x0) I TR ZiZOURMCR a3 nmLDn3PaH5z 74dxFy 3101
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web App Firewall Attack Signatures M’
" frnarme= 15higitsCreditCardburmber, regex="b[[idigit: J]{4+([
CreditCardiMumber. 1 e igh 4
~I1P3[digit: 1He\ [ [digit: 1{SHb}
= frharne=160igitsCreditCardBurnber, reges=\b[[palistal it ot
CreditcCardiumber. 2 F T i =
-1230Lidigit: 114 L[ [dhigit: 11040 L[ digit: T .
= CrosssiteScriptingxXS5Sattack
: : : frnocase=true, name=type (opt) text (opt) ja
Crosselhes L lni i L atbant o L type regex="'btype\bw * M htext\bow 2\ bjavarscrip
CrosssiteScripting¥SShttack. 10  ORMOUSE0OVER Ihocase=true, narme=onmoLuseover (optl=, regﬂm—.
CrosssitelScriptingSSittack. 100 mocha: frocase=true, name=rnocha:, regex="\brmockha;}
; : : frnocase=true, name=style = followed by expression ([
CrosssiteldcriptingX3satctack. 10l style regor="Yhstyla bWt =, hesgression B, O
CrosssitelcriptingXSsdttack. 102 settimeout frnocase=true, name=settimeout (optli], regex="bsettimeoutbiw (1
CrosssitelcriptingXS3ittack. 103 src frnocase=true, name=src (opt) javascript:, regex="\bsrc\b\W*?\bjavascript:
CrosssitelcriptingX3sictack. 104 src frnocase=true, name=src (opt) vbecript:, regex=\bsrc\b'wW*2\bwbscript: 1
CrosssitelScriptingX3Sittack. 105 src frnocase=true, name=src (opt) shell;, reqgex="bsrc\b\w*?\hbshell: -
CrosssitelcriptingXSSittack. 106 sro frnocase=true, name=src (opt) http:, regex="bsrc\b\w*abhttp:
CrosssitelcriptingXS3dttack. 107 activexobject frocase=true, name=activexobject, regex="bactivexobject\b}
CrosssitelScriptingX3sdttack. 105 alert frnocase=true, name=alert {optl{, regex="bhalert bW+ {1
. . . frnocase=true, name= <hody followed by {opt) background,
CrosssiteScriptingXSSaittack. 109 =haody ragex= <bodyyb. *2\ hbackgraund bl
CrosssiteScriptingXSShittack. 1l onmouseout fnocase=true, name=onmouseout (optl=, regex="\bonmouseoutibyw*e=1
CrosssiteScriptingXSSattack. 110 =body fnocase=true, name= <body folowed by{opt) onload, regex= <body\b, *?\bonloadyb}
. . ) ; fnocase=true, name= <input folowed bylopt) type (opt) image,
CrosasiteldcriptingxS3attack. 111l =input rEget= <inpUtih, *Pibtypeibiv *P\bimageib
CrosssitelScriptingXSSittack. 112 =script frnocase=true, name= <script, regex= <scriptibl
CrosasiteScriptingXS3attack. 113 =meta .
CrosasitelScrintinaXS3attack.114 <! |
.
pe—....--——————
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¥ Mozilla Firefox

File Edit ‘jew History Bookmarks  Tools  Help
po-
- - [l ~ . ;
= . c L http:f1172.25.89, 140, cisco,com)SCRIPTS fxss, php
ale BCE %ML Manager: cisc. .. [_] http://foo..S/xss.php [J =l Cisco Systems, Inc

An error occurred while handling the request.

The error message are HTTP return code are fully
customizable! You can return your own HTML code
and for example redirect the hacker to the main page.
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